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Introduction

The Microsoft iSCSI Software Target is a free iSCSI storage solution. It is included as a part of
Windows Storage Server 2008 R2, and it is a free download for Windows Server 2008 R2. This allows
a Windows Server to become a shared storage solution for many computers. It also provides an
economic way to provide an iSCSI “SAN” for a Failover Cluster, such as Hyper-V.

This document will detail how to build a 2 node Hyper-V cluster, using the Microsoft iSCSI Software
Target for shared storage, which is managed by System Center running on virtual machines, hosted
on another Hyper-V server and stored on the same shared storage.
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Architecture
The final solution that is being built is illustrated below:
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Note that it is strongly recommended that the following switches (at least 1 Gbps) are used:

e SAN: a dedicated switch for the SAN to isolate it from general networking. This is for
security and performance reasons.

e (CSV:You can use a cross over cable in a 2 host cluster. A switch is required for more than 3
hosts.

e Live Migration: You can use a cross over cable in a 2 host cluster. A switch is required for
more than 3 hosts.

e LAN: A switch will be required.

Note that you could use the same switch (ideally with dedicated VLANs) for CSV, Live Migration, and
the LAN.

There are four servers in this lab. The details of the servers are detailed in the following table. You
can substitute server names as appropriate.

Role Computer Name Description

Host1 InfraClusterl Clustered Hyper-V host

Host2 InfraCluster2 Clustered Hyper-V host

System Center InfraHost1 Non-clustered Hyper-V host for System Center VMs
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| Storage Server | SAN | iSCSI target used to provide storage to Hyper-V hosts |

The following table details the NIC functions and IP configurations for each server in the

architecture:

System Parent-172.16.1.1 | VM -No IP N/A N/A iSCSI1 -
Center Binding 172.16.2.1
Hostl Parent - VM - No IP LM - CSV - iSCSI1 -

172.16.1.10 Binding 172.16.3.1 172.16.4.1 172.16.2.2
Host2 Parent - VM - No IP LM - CSV - iSCSI1 -

172.16.1.11 Binding 172.16.3.2 172.16.4.2 172.16.2.3
Storage SAN - N/A N/A N/A N/A
Server 172.16.2.250

You'll notice that there is only one iSCSI NIC per host in this architecture. At the time of writing this
document Microsoft stated on TechNet
(http://technet.microsoft.com/library/qg214141(WS.10).aspx) that “When used with Microsoft iSCSI
Software Target, MPIO is not supported for iSCSI initiators when the initiators are members of a
failover cluster”. So that meant no MPIO for us, and therefore no fault tolerant iSCSI NICs. Well,
that’s what they said on TechNet. It turns out that this wasn’t true. It was later discovered that the
page in question was not updated correctly and MPIO is supported when initiators are members of a
failover cluster (credit #1). This document has not been updated since.

Tip #1: Use an A3 sheet of paper or a white board to plan out your NICs and IP addresses. Diagram
everything out and document each NIC and IP configuration for that NIC. Use that as a reference
when configuring your servers.

Tip #2: Insert each NIC cable one at a time. That was you can identify and configure each Local Area
Connection. | usually rename them according to their role. For example, Local Are Connection X
would be renamed to Parent. This allows me or anyone else to easily troubleshoot networking if
there is an issue later on.

Tip #3: Log into each cluster host in turn, and ping each of the network connections of each of the
other hosts and the iSCSI target IP address. This will help you track down any networking issues that
could cause storage or networking issues.

The more time you spend on network configuration and testing, the less time you’ll spend trying to
troubleshoot when your storage or failover cluster don’t seem to work.

Copyright Aidan Finn 2011 http://www.aidanfinn.com 7




Preparing the Servers

Hyper-V Host Operating Systems

It should go without saying that you should use some variation of Windows Server 2008 R2, ideally
with Service Pack 1. Windows Server 2008 R2 adds a whole bunch, with the headlines being Cluster
Shared Volume and Live Migration. Throw in Service Pack 1 and the big news is Dynamic Memory
which will optimise memory assignment to virtual machines.

What editions should you use to create a Hyper-V cluster? You have three choices:

e Windows Server 2008 R2 Enterprise Edition: Includes Failover Clustering and Live Migration.
This license gives you 4 free installs of Windows Server Enterprise or lower for your virtual
machines on the licensed host.

e Windows Server 2008 R2 Datacenter Edition: Includes Failover Clustering and Live Migration.
This license gives you unlimited free installs of Windows Server Enterprise or lower for your
virtual machines on the licensed host. The host is licensed per CPU.

e Hyper-V Server 2008 R2: This is a free version of Windows Server that is intended to only be
a Hyper-V host and nothing else. It has no GUI and can be managed locally using command
prompt (and a basic text based wizard), and remotely via System Center Virtual Machine
Manager and the remote server administration tools. There are no free guest OSs for the
guests running on these hosts.

Your iSCSI target machine can run any purchased version of Windows Server 2008 R2. Your System
Center Hyper-V host can run any Windows machine with Hyper-V.

Talk to a Microsoft licensing specialist if you need more details. This stuff is a nest of twists and
turns.

Now the big question: do you want a Core or a Full installation? Microsoft employees seem to have
to encourage you towards core because of the “smaller installation footprint and attack surface, and
it requires less CPU and memory”. Hmm, A couple of MB of RAM and a few GB of disk space are
saved, while adding unbelievable complexity to have command prompt only administration on the
local machine. | tried Core in the past, really wanting it to work. Added administrative effort, as well
as the inability to run many tools, ended that plan, so | always advise a full installation of Windows
Server.

System Center

Note that in this demo lab, this machine is the domain controller. This machine will also be a Hyper-
V host. This is not recommended in a production environment. In fact: don’t do this in a production
environment! Use at least one dedicated physical domain controller.

The server will be prepared as follows:

Install Windows Server 2008 R2 with Service Pack 1.

Configure networking as described in the architecture.

Enable the Active Directory Services role and use DCPROMO to create a new forest/domain.
Patch the server.

PwNPE
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5. Enable the Failover Clustering feature.

Enable the Hyper-V role.

7. Optionally add the features for managing Hyper-V and Failover Clustering (for centralised
management from this host).

o

Host1 and Host2
The Hyper-V cluster hosts should be prepared as follows:

Install Windows Server 2008 R2 with Service Pack 1.
Configure networking as described in the architecture.
Patch the servers.

Enable the Failover Clustering feature.

Enable the Hyper-V role.

Join the servers to the domain.

ok wWwNRE

Note: if you do not want to use Service Pack 1 for Windows Server 2008 R2 (I recommend that you
do) then make sure you download and install of the patches for Hyper-V from
http://technet.microsoft.com/library/ff394763(WS.10).aspx. Note that there is a patch that resolves
a memory leak issue for iSCSI clients.

Storage Server

You will set up the storage server as follows. You can alternatively use Windows Storage Server
2008 R2. In that case you will not need to download and install the iSCSI target, as will be described
at a later point.

Install Windows Server 2008 R2 with Service Pack 1.

Configure networking as described in the architecture.

Patch the server.

Optionally (for ease of administration) join the server to the domain.

PwnNPE

Networking Protocols
In a test lab, you won’t necessarily need to do this step. But it doesn’t harm to get used to it for
(hopefully) later production deployments.

There are a number of NIC roles to look at. Unbind everything from the VM NIC except for the
Microsoft Network Switch Protocol. Leaving this NIC with unnecessary protocols, such as IP, could
create a security vulnerability. For example, it could pick up a DHCP address from a VM VLAN, thus
giving the host network access to a VM network that it should not have or vice versa.
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http://technet.microsoft.com/library/ff394763(WS.10).aspx

il yM Properties [ x|

Metworking I

Connect using:

I_T' HF MIC3E2i Integrated DP Gigabit Server Adapter #3

This connection uzes the following items:

O L

O .@uos Packet Scheduler
O .@ File and Printer Sharing for Microsoft Metwaorks
i Microzoft Wirtual Network, Switch Protocal

& HP Metwork Configuration Ltility

<& |ntemet Pratocol YWersion B [TCPAPYE]

=i |ntermnet Protocol Werzion 4 [TCPAPw4) -
|

Ingtall... Uningtall | Froperties |

OO0KE

'y

— Dezcription

Alloves your computer to access resources on a Microzoft
rietwark.

Ok, | Cancel |

Note: in my lab, | have used HP servers. The HP Network Configuration Utility is the HP NIC teaming
solution. | have left this bound because it will be uninstalled from the server if | unbind it. Please
read documentation from your OEM to learn how to do NIC teaming in Hyper-V.

The iSCSI NICs are left with just the IP protocols bound.

B i5Cs11 Properties [ x|

Mehworking |

Connect using:

E" HF HC362i Integrated DF Gigabit Server Adapter #4

This connection uzes the following items:

| gGDS Facket Scheduler
O .@ File and Frinter Sharing for Microsoft Metwarks

[ - Microsoft Vimual Metwork Switch Protocal
- HP Metwork, Configuration Utility
i |nternet Pratocol YWersion B (TCPAPE)
i |nternet Protocol Yersion 4 [TCPAPw4) -
4| | E
Ingtall. .. Uninztall | Froperties |
r~ Description

Allows your computer bo access resources on a Microzoft
nebwork.

ak. Cancel

Other things to note:
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e You can unbind IPv6 from the NICs if your network does not use IPv6. However, Microsoft
has not tested this configuration in Failover Clustering. It probably will never cause an issue
at all if you do unbind IPv6. However, if is probably safer to leave it bound.

e You need to leave NTLM authentication enabled for the Hyper-V hosts for CSV to function.

e The CSV network also requires the typical Microsoft networking protocols to remain bound
for CSV to function.

e You can enable Jumbo frames on the Live Migration network (from end to end) to improve
Live Migration speeds.

e Some people recommend moving the Parent NIC to the top of the binding order.
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Installing the iSCSI Target
You can download the free iSCSI target from Microsoft. Use a search engine to find “Microsoft iSCSI
Software Target”. The current version at the time of writing was 3.3.

This will download a single file called iSCSITargetDLC.exe. Run this file on your desired storage

server. You will be asked to specify a location for extracting the contents of this file. C:\MSiSCSI was

specified in the below screenshot.

g Microsoft 1SCSI Software Target Package Extraction

i<

|~

PSS E3

¢ Press Imstall button to start extraction

¢« Use Browse button to select the destmation folder
from the folders tree. It can be also entered

s [fthe destmation folder does not exust, i will be
created automatically before extraction

Destination Folder

B

| CH\MSISCS]

Installation progress

Install | Cancel

A web page can be run from the extracted contents (/Index.htm). You can see this page below. Click
on the iSCSI Software Target (x64) hyperlink.
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This will start the installer. You may need to allow the browser to start it. A splash screen will
appear and you will have to accept the following EULA. You can probably accept the default

£ iWelcome to Microsoft iSCST Software Target 3.3 - Windows Internet Explorer

\SAo/ aG\MSiSCSI\I”dEX-p:I' *1/|X | 2 welcome to Microsoft ISCSL ... X

f;’ Windows Server 2008 r2

iSCSI Software Target 3.3

Microsoft ISCSI Software Target 3.3 is designed for Windows Server 2008 R2 to provide centralized,
software-based and hardware-independent disk subsystems for an iSCSI storage area network (SAN).

Plan Your Deployment

User guides, deployment guides and a list of
current known issues are available on
Microsoft TechMet.

Review the Release Notes

Before you install the software, review the
iSCSI Target release notes document included
with this distribution for known issues and
other late-breaking information.

Join the Communities

Microsoft TechNet Forum:
File Services and Storage

Microsoft TechNet Blog:
Windows Storage Server

Install the Software

On a Windows Server:
iSCSI Software Target (x64)

On an application server: (iSCSI Initiator)
VSS, VDS and HPC Hardware Providers (x64)
VSS and VDS Hardware Providers (x86)

Microsoft

9 2011 Microsoft

installation path to keep things simple. The iSCSI target software is installed.

A new administrative tool called Microsoft iSCSI Software Target is added to Administrative Tools on

the server. This tool is shown below.

B= iSCSITarget - [Microsoft iSCSI Software TargettiSCSI Targets]

File

Ackion

Wiew  Help

B EIEET s

&5
ﬁ Snapshots

Target Name

iSCSI Targeks

Description Status

There are no items to show in this view,
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System Center Storage on the Target
In this section we will add a target and devices to provide virtual machine storage for the System

Center Hyper-V host.

Adding the System Center Target

Launch the iSCSI target admin console, right-click on iSCSI Targets, and select Create iSCSI Target.
This will open the wizard in the following screenshot. You can skip the greeting and describe the
new target in the identification screen as is displayed here.

Create iSCSI Target Wizard E3 |

i5C51 Target Identification
Specify a name and description to identify the iISCSI1 target you want to create.

ISCSI target name:

ISystemEenter

Diescriptian:

I*v"irtual Machine Storage for the System Center Host

Cancel |

<Previous

The identifiers screen (below) allows you to specify:

e What iSCSl initiators (clients requiring storage) can connect to the target
e How they authenticate

You can have many iSCSl initiators connecting to a storage server. You can create many iSCSI
targets. For example, we are creating a target just for the System Center host called SystemCenter.
That will allow the System Center Hyper-V host to see its storage. Later we will create a target for
the clustered Hyper-V hosts. Those hosts will be able to see the storage associated with that target.
They will not be able to see the storage associated with the SystemCenter target.

The screen below is quite basic. We can click Advanced to specify multiple machines or to use an
access method other than IQN.
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Create iSCSI Target Wizard E |

i5CSI Initiatorz ldentifiers
Each iSCSI1 target should have at least one identifier.

|dentifiers allow the iISCS1 target to identify the iSCS initiator requesting access.
Typically, the ISCS] Qualified Mame [IQM] of the initiator, but the DMS domain name, [P
addregz, and MAC address can alzo be used.

1GIM identifier:

|| Browsze. . |

To uze the DMS domain name, |P address, MAC address, or another QM as an
additional identifier, click &dvanced.

Advanced... |

<Previouzs I IHext = Cancel

That brings up the below Advanced Identifiers screen.

Advanced Identifiers Ed |

Far each identifier to be uzed, specify the method and the appropriate walue for that
identifier.
|dentifiers:
b ethod | Walue
Add. Edit.. Delie |
(1] I Cancel I

Click Add to add an identifier, i.e. specify an iSCSI client/initiator. There are 4 methods that you can
use:

e |QN: the iSCSI Qualified Name for the client in question.

e DNS Domain Name: the DNS name for the client.

e |P Address: the IP address of the iSCSI NIC being used on the client.

e MAC Address: the MAC address of the iSCSI NIC being used on the client.
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This is a lab so simplicity is required. Select IP address as the identifier type. Enter the IP addresses
of the iSCSI NIC used in the System Center host.

Add,Edit Identifier

|dentifier Type:
[IP Address =l

Walue:

I‘I?2.‘IE.2.‘I Erowse... |

ak. I Cancel

The IP address of the System Center host iSCSI NIC should be displayed as shown below.

Advanced Identifiers E3
For each identifier to be uzed, specify the method and the appropriate value for that
identifier.

Identifiers:
Method | Walue
IP Address 17216.2.1

Edt... [elete

] | Cancel |

Finish the wizard and your new target is visible in the iSCSI target admin console.
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F= iSCSITarget - [Microsoft iSCSI Software Target',iSCSI Targets]

File  Action Yiew Help

&2 Fnlc =2 =

gf' Microsoft iSCSI Software Target iSCSI Targets
) @ i5CS1 Targets
] Target Mame Descripkion Skatus
SystemCenter - = for the A
=3 Devices B SystemCenter Wirtual Machine Storage For the System Center Host Idle

@ Snapshots

The System Center host now has an iSCSI target to connect to. Now we need to give it a reason to
connect. We will provision some storage.

Adding System Center Storage
You have two ways to add storage:

1. Add storage under Devices and later associate it with the iSCSI target.
2. Create the storage by directly adding it to the iSCSI target

I am lazy so we will do the latter. Right-click the SystemCenter target and select Create Virtual Disk
For iSCSI Target. Note the option to Add Existing Virtual Disk To iSCSI Target.

Skip the splash screen.

The Microsoft iSCSI target creates fixed-size VHDs (devices) on an NTFS partition ion the storage
server. Each VHD (device) is seen as a LUN by the iSCSl initiator. Do not confuse these with virtual
machine VHDs. We aren’t even to the point of talking about virtual machines yet.

You could optimise performance of your storage by having a dedicated physical LUN in your storage
server for each VHD. For example, you could create a VHD/device on a RAID 10 LUN if you wanted
some high speed storage, and you could create a VHD on a RAID5 LUN if you required economic
storage.

This storage server is a lab machine and has a D: drive for all VHDs (devices) that will be used for
iSCSI storage. We will create a VHD/device called SystemCenter.vhd on the D: drive of this storage
server.
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The System Center host will connect to the VHD/device and see it as a volume. We can then create
files, such as virtual machines, and store them in that iSCSI connected volume. All of that data will
be contained within the SystemCenter.vhd file on the storage server.

Create ¥irtual Disk Wizard |

Y'ou can create a virtual disk using a new file. %’

A iSCS] wirtual disk iz created as a virtual digk [ vhd] file. To gpecify a file to be used az
an iSCSI wirtual disk. type the full path [for example, C:%5 amplebitual Disk 1.+vhd).

File

File:

D:hSystemCenter, whd Browse. . |

<Previous

Cancel |

The next screen is a little confusing so be careful. It shows you the total size of the volume where
you are creating the VHD/device, as well as the available free space. That data is shown as GB.

You are asked to specify the size of the new VHD/device in MB. | am creating a modest 200 GB
VHD/device which is 204800 MB.

Create ¥irtual Disk Wizard

Size
Specify how much space on the volume to uge for the virtual disk.

Current drive capacity: 93136 GB

Currently available free space: 931.24 GB

Size of virtual disk [MB]): I 20480C

<Erevi0us| Hest » I Cancel |

Finally you add a description for the VHD/device. Remember that you could have many VHDs or
devices over time.
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Create ¥Wirtual Disk Wizard

Description
2 description helps identify the wirtual digk. %’

Wirtual disk description;

Systern Center Yolume 1

<Previous Cancel

The new device is visible in the iSCSI admin console:

sCSITarget - [Microsoft iSCSI Software Target'isC5I Targets'systemCenter]

Fil=  Action Yew Help

&9 |7EEd=HE
off Mot Sl ofare Target
Skatus Lum

= i5CSI Targets
‘@ il - Virtual Disk Index | Description Size:
5] virtual Disk.0 Syskem Center Yolume 1 200,00 GB Ide LUM O

=3 Devices
ﬁ Snapshots

http://www.aidanfinn.com
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The System Center iSCSI Initiator
Log into the System Center Hyper-V host. Launch iSCSI Initiator from Administrative Tools.

Add the System Center Target
You should type in the address of the iSCSI target (the storage server’s NIC for receiving iSCSI
communications) and click Quick Connect.

1SCSI Initiator Properties

Targets | Discowery I Favorite Targets I volumes and Devices I RaDIUS I Configur ation I

rQuick Connect

To discover and log on bo a target using a basic connection, tvpe the IP address or
DM name of the karget and then click Quick Connect.

Target: 172.16.2.250  Quick Connect,,,
rDiscovered targets

Refrash |

Marne | Skatus |

To conneck using advanced options, select a target and then ErmrEEE |
click Connect, —

To completely disconnect & target, select the target and Disconnect |
then click Disconnect, —

For target properties, including configuration of sessions, Froperties... |
select the target and click Properties., —

For configuration of devices associated with a target, select Bimufiees - |
the target and then click Devices, —

More about basic i5C5I connections and targets

[a]4 | Cancel | Apply |

Assuming that you configured the IP address of the iSCSI NIC on the System Center host and the
iSCSI Identifier on the storage server target correctly, this should succeed. If it doesn’t succeed,
check that you can ping successfully, and recheck your IP configurations and target configuration.

If it does succeed then you'll get this screen (not the bottom half where the progress report is).
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Quick Connect

Targets that are available For connection at the IP address or DRS name that wou

provided are lisked below, If multiple targets are available, vou need ko connect
tao each karget individually,

Connections made here will be added to the list of Favarite Targets and an attempt
to restore them will be made every time this computer restarts,

Discovered targets

Progress report

Login Succeeded.

Conmech | Done |

Browse to the Volumes And Devices tab and click Auto Configure to quickly add the available devices
as volumes on this server.
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15CSI Initiator Properties
Targets I Driscorery | Favorite Targets  “olumes and Devices |RADIUS I Canfiguration |
If a program o service uses a particular volume or device, add that wolume or device to
the list below, or dlick Auto Configure to have the iSCST initiator service automatically
configure all available devices.
This will bind the volume or device so that on system restart it is more readily available
far use by the program or service. This is only effective if the assaciated target is on

the Favorite Targets List,

Yalume Lisk:

Yolume/maunt pointfdevice |

To automatically configure all available devices, click Auto Auko Configure |
Configure.

To add a specific device, click Add. Add...

To remove a device, select the device and then click Remove |
Remaove,
To immediately remove all devices, click Clear, Clear |

Mare about Yolumes and Devices

(o] 4 I Cancel | apply

This will find every VHD/device that is associated with every iSCSI target that this server can see. In
this case, it should find one device, as shown below.
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i5CSI Initiator Properties
Targets | Discovery | Favorite Targets Wolumes and Devices | RADIUS | Corfiguration |

If a program or service uses a particular wolume or device, add that wolume or device to

the lisk below, or click Auka Configure to have the iSCSI initiator service autamatically

configure all available devices.

This will bind the volume or device so that on system restart it is more readily available
for use by the program or service, This is only effective if the associated target is on

the Favorite Targeks List,

Wolume Lisk:

Yolume/mount point/device

To automatically configure all available devices, click Auto
Configure.,

To add a specific device, click Add.
To remove a device, select the device and then click

Remove,

Tao immediately remave all devices, click Clear,

Mare sbouk Wolumes and Devices

WHscsigdiskaaen_msftaprod_wvirkual_hd# 1810121 344208000000%{53f56307-babf-., .,

Rermove |
Clear |

Ok

Cancel Apply

Formatting the System Center Volume

This is good ol’ fashioned disk management. Launch Disk Management, bring your volume online,

initialize it (GPT for multi-TB volumes), and format it. | suggest labelling it using the name that was

used to create the device on the storage server. The end result should look something like the

below Windows Explorer screenshot.

This System Center host has one internal C: drive. The E: drive is the iSCSI mounted volume that we
earlier created as a VHD/device, which was associated with the iSCSI target, and permitted the

System Center host’s iSCSI NIC IP address to connect.
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ﬂtomputer =] B3
= i =

hd l‘i’] I Search Computer Eﬂ
Organize *  System properties  Uninstall or change a program  Map network drive  Open Control Panel =+ O Q

'r Favarites “ Hard Disk Drives (2}

B Desktop Windows () System Center Wolume 1 (E:)

Donrloads & — | <
ot 79.1 GB free of 148 GB " 199 GE free of 199 GB
=1 Recent Places
+ Devices with Removable Storage (1)

=l Libraries & &

3 Documents & __EE. DUD Drive (D:)

.J’- Music -

= Pictures

B videos
1M Computer

.‘;v Windows (C:)

a Tystem Center Yolume
E‘g Tetwork,
P L IMFRAHOSTL  Domain: infra.internal Memary; 32,0 GB
T — Processor: AMD Opteron(tm) Proces...

You now have a host that is ready to deploy virtual machines on. In this lab, those virtual machines
would run the System Center components such as:

e System Center Virtual Machine Manager.

e System Center Operations Manager.

e System Center Data Protection Manager — don’t use VHDs for the storage pools. Instead,
provision a new target on the storage server, and use the iSCSl initiator in the DPM VM to
connect to the storage.

Now we get to do something similar for the cluster hosts and create the Hyper-V cluster!
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Hyper-V Cluster Storage on the Target
This section will deal with creating storage on the iSCSI target for the Hyper-V cluster. The cluster
will comprise of Host1 and Host2.

Adding the Hyper-V Cluster Target
Create a new target as you previously did for the System Center host. However, this time you will
specify the 2 IP addresses used by the iSCSI NICs of both Host1 and Host2.

Advanced Identifiers E3
Far each identifier to be uzed, specify the method and the appropriate value for that
identifier.

Identifiers:
tdethiod | Walue
|IP &ddress 17216.23
IP &ddress 17216.22
Add.. Edi.. Dekie |
ak. I Cancel |

This will be a two node failover cluster so it will require a witness disk (or quorum disk depending on
the screen or documentation you are reading).

Create a new device and attach it to the target. It will only need to be 1024MB in size.

Create ¥Yirtual Disk Wizard

File
r'ou can create a virtual disk using a new file.

AniSCS1 virtual digk iz created as a wirtual digk [vhd) file. To specify a file to be uzed as
an i5CS| virtwal disk, type the full path [for example, C:55 ampleiWirtual Disk. 1.vhd).

File:

A HY Cluster wWitnessDisk. vhd Browse... |

<Erevious| Mest > I Cancel |

That first VHD/device will only be used as a witness disk. What use is a Hyper-V cluster without any
storage for virtual machines? Now we will add a second VHD/device to the target. This will be used
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to create a Cluster Shared Volume (CSV) for the cluster. We will eventually have more than one CSV
in the cluster so this will be known as CSV1. Make it 20 GB (204800 MB) in size.

Create Yirtual Disk Wizard

File
You can create a vitual disk using a new file. %)

A iSCS| wirtual digk is created ag a virkual digk [vhd) file. To zpecify a file to be used as
an iISCS| virtual dizk, twpe the full path [for example, C:45 ample\itual Disk 1.vhd].

File:

D sHWCluster1 C54W whd Browsze.. |

<Previous Cancel

You now should have two devices in the Hyper-V cluster target.

= isCSITarget - [Microsoft iSCSI Software Target'iSCSI TargetsiHYCluster1]

File Action View Help

Lo Al ENEN NN 7 Mo

& Microsoft iSCS1 Software Target HyCluster1
= @} i5CSI Targets
8 = N Wirtual Disk Index | Description Size Status LUN
=), ystemCenter B - - -
] Hyclustert Virtual Disk 1 HYCluster] Witness Disk 1.00 GB Ide LMD
Sovices Virtual Disk 2 HyCluster! €51 200,00 GB 1de LM 1

& Snapshots

Adding the Hyper-V Cluster Storage

In this section, you will see how to connect each of the soon-to-be-clustered Hyper-V hosts to the
storage that was just created on the storage server.

The process of adding storage for each of the cluster nodes is identical to what we saw earlier for
the System Center host. You will do the following:

1. Lloginto Host 1.
2. Addthe target 172.16.2.250 in the iSCSl initiator.

3. Use Auto Configure to add the Volumes and Devices. Both of the configured VHDs/devices
(witness and CSV1) will be added and appear.
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4. Lloginto Host 2.

Add the target 172.16.2.250 in the iSCSI initiator.

6. Use Auto Configure to add the Volumes and Devices. Both of the configured VHDs/devices
(witness and CSV1) will be added and appear.

7. Lloginto either host.

8. Use Disk Management to bring the new volumes online, initialize them, and format them.
Label the disks using the names of the VHDs/devices for name standardisation. You should
not repeat this step on other hosts in the cluster.

ol

Use the option to not use a drive letter (GUID drives) when you format the cluster volumes (as seen
below). It is pointless giving these drives a letter. The witness disk shouldn’t be used for anything
other than providing quorum to the cluster. And the CSV volume will be reveal via CSV.

New Simple Yolume Wizard

Assign Drive Letter or Path
Faor easier access, you can azsign a drive letter or drive path to your partition.

= Assign the following drive letter:

" Mount in the following empty NTFS folder:

IE vl
Brovze... |

* Do nat assign a drive letter or drive pathe

< Back I MHest » I Cancel |

You can see in the following screenshot how the disks appear after you have formatted them.

8 Computer Management =] 3
Fie Action View Help

es | HmlHEIREE

& Computer Mansgement (Local) | ¥olume | tayout | Type [ File System [ Status | capacity | [Actions
1} system Tools (== simple  Basic NTFS Healthy (Primary Partition) 199.5765 | (FOEVIR——
(1) Task Scheduler (C#System Reserved Simple  Basic  WTFS Healthy (System, Active, Primary Partition) 100 ME
{d] Evert Viewer Cawindows (C) Simple Basic  WTFS Healthy (Boat, Page File, Crash Dump, Primary Partition] 148,92 GB Mare Actions 4
32| Shared Folders awitness Disk Simple  Basic NTFS Healthy (Primary Partition) 990 MB
B Local Users and Groups
(%) Performance
) Device Manager 4 | i
= {3 storage =
|2 Disk Management |_sDisk O ]
b Services and Applications Basic System Reserved Windows {C:)
149.02 GB 100 MB HTFS 146.92 GB NTFS
Oriine Healthy (System, Active | |Healthy (Boot, Page File, Crash Dump, Primary Partition)
—=Disk 1
Biasic Witness Disk
992 MB 990 MB NTFS
Oriine Healthy (Primary Partition)
_Disk 2
Basic csv1
199.83 GB 199,57 GB NTFS
Onlin Healthy (Primary Partition)
~iCD-ROMO -
WD (D:)
ho Media
M Unallocated il Primary partition —1
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You should log into the other host to verify that the disk are visible. The disks will not be online (see
below). That is because Windows has a “shared nothing” rule when it comes to storage. Only 1
server can bring a disk online at a time, even if more than one machine is able to see the disk. Don’t
go messing with bringing the shared disks online in here.

&8 Computer Management [_TO[x]

Fle Action View Help

e sEEEE

1; Cpmputer Management (Local) wolume | LLnutl Type | File System | Status | Capacit: | |A(tinn§
1} system Tools simple  Basic  WTFS Healiy (Bout, Page Fiz, Crash Dump, Primary Partition) 198,92 68 |l
(1) Task Scheduler (s5ystem Reserved Simple  Basic  WTFS Healthy (System, Active, Primary Partition) 100 ME
{4] Event Viewer More Actions »
@z Shared Folders
2 Local Users and Groups
() Performance
5 Device Manager
) &3 storage
129 Disk Management 4 | i

4 Services and Applications =

LDisk 0 N S

Basie System Reserved (c)—‘
149,02 GB 100 MB NTFS 148,92 GB NTFS

Online Healthy (System, Active || Healthy (Boot, Page File, Crash Dump, Primary Partition)

“@iDisk 1 EEEREREEEEEBEEEEEEB RS
Unknown

1.00 GB 1.00 GB

Offline i Unallocated

Help

“@IDisk 2 R
Unknown

200,00 GB 200,00 GB

Offline i Unallacated

Help

~iCD-ROMO
WD ()

Mo Media

M Unallocated Wl Primary partition —1

Failover clustering manages this operation for us by treating the cluster disks as resources.
Resources can be failover over and back between hosts. In Windows Server 2008 Hyper-V clusters,
this meant that a volume could only be used by one host, and normally meant that we ran one
virtual machine per LUN or volume. That was a nightmare to manage, especially when
decommissioning virtual machines — you had to double or triple check that any storage you were
about to delete was no longer being used, otherwise you could erase a production VM!

Windows Server 2008 R2 introduced Cluster Shared Volume (CSV). This allows many virtual
machines, running across many clustered hosts in the same host cluster, to reside on a single shared
volume. They can live migrate between hosts, independent of each other. Despite this sharing, we
still have the rule of “shared nothing” with the CSV volume. One host, the CSV coordinator (a role
that can failover), owns the volume. It delegates read/write permissions to VM files to those hosts
that are hosting the VMs. However, low level operations such as VSS backup of the CSV, require that
the CSV coordinator have exclusive access to the volume. This causes Redirected I/O to initialise
across the CSV LAN (see the NIC configuration in the architecture) where non CSV-coordinators will
redirect their storage 1/0 traffic from their direct storage link via the CSV coordinator for all traffic
related to VMs that are stored on the CSV that is being manipulated.

This means that you need to size your CSVs, plan the number of them, determine the number of
VMs per CSV, and plan which VMs/VHDs are stored on which CSV. There are a lot of variables which
are out of the scope of this document. However, you can learn more in Mastering Hyper-V
Deployment (Sybex, 2011), available at http://tinyurl.com/699626a.
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Building the Hyper-V Cluster
Now for the fun bit of this deployment!

Before you create a failover cluster, have a static IP address on the LAN and a cluster name ready for
the new cluster object that will appear in your domain and on your network.

Launch Failover Cluster Manager from Administrative Tools. In there, click the hyperlink or action to
Create A Cluster.

You will be asked to specify the name of each host that you want to add to the new cluster. Type in
the names and the machines will be validated. This is the most basic of tests, for example, checking
to see that the hosts are responsive.

B Create Cluster Wizard

413 Select Servers

L

Eefore You Begin Add the names of all the servers that pou want to have in the cluster. You must add at least one server.

Walidation W arning

Access Point for Enter server hame: I Browse... |
Adminiztering the
Cluster Selected servers: infraciuster infra intermal Add
- infracluster. infia.intemal
Confirmation

Remaove |

Creating Mew Cluster

Summary

< Previous | Meut > I Cancel |

The real validation tests come next. Microsoft used to have a very specific set of hardware and
configurations that they would support in a failover cluster. Now they will support anything where
the cluster is validated using the next step (this can be re-run in an existing cluster). Itis
recommended that you run this validation wizard because it (a) can find configuration issues, and (b)
provide your cluster with support from Microsoft.
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E¥Create Cluster Wizard [ ]

1 Yalidation Warning

=E o

i
Before You Begin For the servers pou selected for this cluster, the reports from cluster configuration validation tests
Gt Semee ! indicate that the hardware ar hardware settings are not suitable for clustening, Microsoft supports

a cluster solution only if the complete configuration [servers, network and storage]) can pass all
the tests in the Yalidate a Configuration wizard.

Aooess Paint for Do pou want to ik configuration validation tests before continuing?

Adrinistering the
Cluster

Confirmation Wiew Repart

Creating Mew Clugter

@ Yes. When | click Nest, run configuration validation tests, and then return ta the pracess of creating
Summary the cluster.

M. | da not require support fram Microsaft for this cluster, and therefare da nat want to run the
validation tests. "When | click Next, continue creating the cluster.

More about Microzoft support of cluster solutions that have passed validation tests

<Erevinus| Mest > I Cancel |

You will have a choice of what tests to run. You can run all tests (recommended) or just a selection
of tests that you choose.

@'Validate a Configuration Wizard [ %]

L:r*' Testing Options

Befare Y'ou Begin Choose between running all tests or running selected tests.

The tests include Inventory tasks, Metwork tests, Storage tests, and System Configuration tests

Confirmation

Microsoft supports a cluster solution only if the complete configuration (servers, netwark, and storage) can
‘Walidating pass &l testz in thiz wizard. In addition, all hardware components in the cluster solution must be "Certified
far Windows Server 2008 R2".
Summary

' Run all tests recommended)

= Run only tests | select

More about cluster validation tests

<Erevi0us| Mexst > I Cancel |

The tests take a few minutes. Eventually it returns with a report (that you can save). The overall
result can be a pass (where everything is fine), a warning (where you can create a cluster but there
may or may not be an issue later on), or a fail (where you should not create a cluster). You can drill
down into each category of test to see the result of each individual test and learn more about any
issues that may or may not have been found.

If you followed the architecture in this document then you will get some non-critical warnings
including one regarding the storage in this architecture for the clustered Hyper-V hosts. Failover
Clustering would prefer to find MPIO disks. But we don’t have support to use MPIO with the
Microsoft iSCSI Software Target from our clustered hosts so we have not configured it.
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ef Failover Cluster ¥alidation Report - Windows Internet Explorer

@.‘ y - Ig. mhtml:file:HC:\Userslﬂdm\nistratnr.INFRA\AppData\anaI\Temp\thmeFE1.tmp.ﬂ (X I,a' Bing 2=
<> Favorites | 55 @] Suggested Stes v @ | Web Slice Gallery +
(& Failover Cluster Yalidation Report | | f-n) -8 -

Validate Microsoft MPIO-based disks

validate that Microsoft MPID-based disks have been configured correctly.
Cluster disk 0is a Microsoft MPIO based disk

Cluster disk 0 from node Infraclusterl infra.internal has 1 usable path{s) to storage target
At least two independent paths to storage target are recommended for each cluster disk
Cluster disk 0 from node InfraCluster2 infra.internal has 1 usable path(s) to storage target
At least two independent paths to storage target are recommended for each cluster disk
Cluster disk 1is a Microsoft MPIO based disk

Cluster disk 1 from node Infraclusterl infra.internal has 1 usable path{s) to storage target
At least two independent paths to storage target are recommended for each cluster disk
Cluster disk 1 from node InfraClusterz infra.internal has 1 usable pathis) to storage target
At least two independent paths to storage target are recommended for each cluster disk

Getting information of registered DEMs from node InfraClusterl.infra.internal

J= |
; InfraClusterl.infra.internal
DS5M Namea Major Yersion Minor Yersion Product Build QFE Number
Microsoft DSM & 1 7601 17514 -
1| | 3

I [T [ [ [ [ [ [ Computer | Protected Mode: off Fa v R0 -

Once done with the validation wizard, you can return to creating the cluster. The next screen allows
you to define the cluster object name and IP address as they will appear on the network. An active
directory object will be created and its IP address (as will appear in DNS) is configured here.

You only need to configure an IP address for the parent NIC. This means you can de-select the other
NICs.

ﬁ'treate Cluster Wizard

15;3 Access Point for Administering the Cluster

Befare You Begin Type the name you want ta uze when administering the cluster.

Select Servers

Cluster M ame: HClusterl

One or mare |Pvd addreszes could not be configured automatically. For each network to be used, make
zure the network iz selected, and then type an address.

Confirmation

Creating Mew Cluster
Metwarks Addrezs
r 17216.2.0/24

17216.1.0/24

Summary .
Click. here ta type an address

Mare about the administrative Access Point for & cluster

< Previoug |

; Cancel |

The wizard completes, and hopefully you’ll end up with a working cluster in a few moments.
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& Failover Cluster Manager

Eile  Acion View Help

B Hodes

. Storage
El (3 Networks

I sl

5, Fallover Cluster Manager

=& 1infra.internal

| Services and applcations

3 Infraclusterl
= InfraClusterz

i Cluster Network 1
S Cluster Network 2
i Cluster Network 3
i Cluster Network 4
Cluster Events

Cluster H¥Cluster1.infra internal =

%gia‘ Summary of Cluster H¥Cluster1

HVChuster! has 0 applications/services and 2 nodes

Mame: HYCluster! infraintemal
Current Host Server: InfraClusterl Subnets: 4 |Pvd and 0 IPvE
Quorum Configuration: Nods and Disk Maiority { Cluster Disk 1]

Recent Cluster Events: Mone in the last 24 hours

Networks: Cluster Network 1, Cluster Netwaork 2,

+ Configure

Configure high avalabiity for a specific service or application, add ane of more servers [nodes], or
migrate services and spplications om a cluster nunning Windows Server 2003, Windows Server 2008,
o Windows Server 2008 A2

[l Gerizes snd spolcations you can onfigurs
fot hih availablty

[ Understanding cluster validation tests

[ Coninuie 3 Senice or Applcation.

@ Walidate This Cluster.
[ Ensble Cluster Shared Volumes
B AddMode..

[ Understanding Cluster Shared Yolumes
[ Add a server to vour cluster
[ Miorating  cluster from 'windows Server

2003, windows Server 2008, o Windows
Server 2008 R2

[ Mimate services and applications

(@] Mavigats to Storage to add disks

* Navigate

@] Semices and apclications @] Modes
#] Storage @] Metworks
(@] Cluster Events

* Cluster Core Resuun:_es

* More Information

& Eslover cluster topics on the Web

[& Esilover cluster commurities on the web

| actions

HvClusterL.infra.internal -~

&5 Configure a Service or Application...
& validate This Cluster...
Z# wiew validation Report
9 Enable Cluster Shared Wolumes...
F addode...
2 Close Connection
More Actions. . »
view »
|6 Refresh
[E] Properties
Help
{d, Bring this resource online
4, Take this resource offine
§4] Show the critical events For this resource
=5 show Dependency Report
More Actions... »
[E] Properties

Help

Configuring the Cluster
Don’t go rushing into creating a VM. You should do a little tidying up first.

Storage Renaming
First thing to note is that the cluster has automatically selected Disk And Node Majority as the

guorum configuration. That's because there are an even number of hosts in the cluster. The cluster

automatically selected the smallest, commonly available disk as the witness disk. In this case, that is
the 1 GB volume that is on the storage server; Perfect!

If you look at the following screenshot, you can see that the 2 cluster volumes appear as rather
anonymously labelled storage devices in the cluster. Imagine if you add more and more volumes.

You’ll have no idea what is what.
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8 Failover Cluster Manager

S Cluster Netwark 4
Cluster Events

Disk [ Status

| Current Dwner

Disk Witness in Quorum

=1 K3
File  Action  Yi Hel
as (s |
5 Failover Cluster Manager Storage | Actions
[ &5 Hvcluster Linfra.internal — -
55 Services and applications Summary of Storage
B 5 Hodes ~ < Addadsk
= InfraCiustert View N
. BanracCluster2 Storage: Total Capacity: Available Capacity:
= 2 Total Disks - 2 orline Total 20034 BB Total 193.87 GB Gl Refresh
B [ Networks 1 Avaiable Disks -1 online Frez Space: 200.7 GB Fres Space: 199,78 GB Helo
& Cluster Netwark 1 1 In Use Disks -1 anline Percent Free: 39.9% Percent Free: 100
F Cluster Netwark 2 T ) -
5 Cluster Network 3 i ———

) Bring this resource online:
{7 Take this resaurce offline

# Change drive letter

5] s/ Elster Disk 1 (2) Driine InfraCluster] Show the crtical events Far this resource
Available Storage |2 Show Dependency Report
o Cluster Disk 2 (@) Oniine InfraCiuster] More Actions. .. 3
[=] Froperties
Help

Edit the properties of the storage volumes to match the iSCSI target device names and the NTFS
labels. This gives you a form of documentation for the end-to-end storage.

|
i Failover Cluster Manager [_ O[]
Fle Action Yiew Hel
o Ml |
F55 Failover Cluster Manager Storage | Actions
B 55 HvclusterLinfrainternal -
orage -
% Services and applications . Summary of Storage .
15 nodes - 4 Addadisk
5 Infraclusterl e View »
o InfraCluster2 Storage: Total Capacity: Available Capacity:
s Storage 2 Total Disks - 2 orline Total: 200.84 GB Totak: 199.67 GB ] Refresh
E1 [ Networks 1 Awailable Disks - 1 onine Fiee Space: 2007 GB

& Cluster Netwark 1
3 Cluster Network 2
S Cluster Network 3
3 Cluster Network 4
Cluster Events

Free Space: 13378 68 el

11n Use Disks - 1 online Percent Free: 10052

Percent Free: 99.9%

Disk. [ Status [ Current Dwmner [
Disk Witness in Quorum

s Witness Disk (&) Online InfaCluster!

Available Storage

ST (®) Drline InfraCluster]

Cluster Network Selection

Browsing through Networks, you will find each of the host NICs that the cluster will try to use for
cluster communications. You should find a pair of Parent NICs, a pair of CSV NICs, and a pair of LM
(Live Migration) NICs. You can see below, that we also have a pair of iSCSI NICs. We do not want
cluster communications to cross that network.
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B Failover Cluster Manager =] B3
File Action Miew Help

«=xmd=

5, Failover Cluster Manager

Cluster Network 3 | Actions
= B HChuster.infrauinternal
5 Services and applications -4 Summary of Cluster Network 3
[l '3 Modes # Show the eritical events for this network.
3 Iiraciuert Cluster Metwork 3 has 1 subretfs) o ,
o Infraclusterz G
3 Status: Up B
2 e Cluster Use: Intemal TRIB 2L IIFoLd) = Rename
1 (55 Networks 2 ) At
& Cluster hetwork 1 G Refrest
S Cluster Network 2 [E] Properties
5 Cluster Network 3
S cluster Hetwork ¢+ Help

Cluster Everts

Name. [ Status [ Cunent Owner | InfraCluster! = iSCSIL -
Metwork Connections

Show the eritical events for this connect...,

8 InfaCluster] -SCSH (3 Up InfraCluster! Help
W InhaCluster2 -5C511 (@) Up InhaCluster2

You can edit the properties of a cluster network to select the option to Do Not Allow Cluster
Network Communication On This Network.

Cluster Network 3 Properties
General |
;T Cluster Metwark. 3
Mame:
IEIuster Metwork, 3

" Allow cluster network communication on this netwark

I &llow clients bo connect through this netwark

¢ Do nat allow cluster network communication on this netwark,

Shatuis: Up

Subnets: 1721620024

Ok I Cancel Apply

Hyper-V Virtual Machine Networking
The next step is to configure the virtual network (switch) that the virtual machines will communicate
on. This is a lengthy subject. We'll be sticking to creating a very basic network here.
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Fire up the Hyper-V Manager console for each host in the Hyper-V cluster. Click Virtual Network
Manager. Create an identically named External network on each Hyper-V host. Ensure that this is
bound to the physical NIC that will be used for virtual machine communications (labelled as VM in
this lab). The confusing bit here is that the labels are not presented. You need to find the Device
Name from Network Connections.

Clear the option to Allow Management Operating System To Share This Network Adapter. We are
doing this because we have a dedicated NIC for the parent (Parent - for management) and a
dedicated NIC for virtual machine communications (VM).

&3 virtual Network Manager =]

I* Virtual Networks o Yirkual Metwork Properties

Y )
¥iw Mew virtual network,

Name: |Externa|

2 Global Network Settings Microsoft Virtual Switch ;I
W mac address Range Meiess
00-15-50-04-01-00 to 00-15-50-0... LI

— Connection bype
‘What do you want to connect: this network bo?

& External:

IHP MC362i Integrated DP Gigabit Server Adapter #3 j

™ Allow management operating system to share this network adapter
= Inkernal anky

" Private virtual machine network

I~ | Enable wirtual Lan idzntification for management operating system

VLA IO

The YLAM identifier specifies the virbual LAN that the management operating
syskem will use Far all netwarlk communications through this network adapter. This
setting does not affect virtual machine networking,

—

Remove |

More abouk managing virtual netwaorks

oK I Cancel Apply

Enable and Configure Cluster Shared Volume (CSV)

As it stands we have a single volume for storing virtual machines. It is not yet a CSV volume, and can
only be accessed by a single host at one time. We will enable CSV to allow all hosts in the cluster to
access the volume. Remember that “shared nothing” still applies and the CSV coordinator (a fault
tolerant role) is the single owner of the volume.

In Failover Cluster Manager, you will right-click the cluster and select Enable Cluster Shared
Volumes.

WARNING! CSV is only to be used with Hyper-V. Microsoft are pretty determined that you know
this, as displayed in the following warning that you must accept to continue enabling CSV.
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Enable Cluster Shared ¥olumes [ x|

The Cluster Shared Yolumes feature iz anly supported for use with YWindows Server 2008 A2 HyperV rale.
Creation, reproduction and storage of files on Cluster Shared Yolumes that were not created by the Hyper
role, including any user or application data stored under the ClusterStorage directory of the system drive on
every hode, are not supported and may result in unpredictable behavior, including data cormiption or data
lozs on these shared volumes.

For information regarding support services, please see hitp:/#go.microsoft. com/fwlink/?Linkld=137158.

IV | have read the above notice.

0K I Cancel |

4

Cluster Shared Volumes now appears in Failover Cluster Manager. Navigate into there and select
Add Storage. This will allow you to select the volume labelled as CSV 1 and convert it into a CSV
volume.

Add Storage E

Select the digk or disks that you want to add.

Aovailable digks:

I ame | Status | Capacity |
=l o C54 1 Online
Wolume: [\ File System: NTFS 199.87 GB [100.0% free |

If all is well with your cluster and networking, the new CSV volume will appear in Failover Cluster

Manager.

B Failover Cluster Manager H[=] B3

Elle  Action  Yiew Help

= 7@ am

=
5 Falover Cluster Manager Cluster Shared Volumes | Actions
£ 55 HyChusterinfra.internal a
: ' uster Shared Yolumes -
[ Services and applications —  Summary of Cluster Shared Yolumes
5 Modes =2 5 Add storage
Lo Cluster shared volumes View »
= Storage Storage: Total Capacity:
ietworks 1 Tatal Digks - 1 nline Total: 133,67 GB G} Refresh
Chster Everts Free Space: 199.78 GB H rer

Percent Free; 100%

Disk [ Status [ Current Owner [
EEEE (%) Onine IrfaClusterl
CAClusterStorageVolu... Fils System: NTFS 199,87 GB (100.0% free ]

[This action assigns nev storage resources to Cluster Shared Yolumes.
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The CSV volume appears on each host as a mounted volume under C:\ClusterStorage.

. Yolumel =

(‘;(_:jv| = Compuber > ‘Windows (Ci) = ClusterStorage ~ Yolumel - l‘nl I Search Yolumel 0

Organize *  Includeinlibrary *  Sharewith +  Mew folder == = [l 0

B Deskop Al Name - Date modified | Type | Size I I
& Downloads
= Recent Places This Falder is empty.

[=l |l Libraries
3 Dacuments
J TMusic
= Pictures
B videos

=18 Computer
= ;, ‘windows (1)
=1 3. ClusterStorage

compag ;I

0 iterns

Specify CSV Network

Failover Clustering will automatically try to configure the private (non-routed) network with the
lowest metric as the CSV network (the network used for CSV communications). You can determine
which NIC/network is being used for CSV using PowerShell.

Log into a node in the cluster and launch Windows PowerShell Modules from Administrative Tools.
This launches a PowerShell window and imports the modules that are required for administration of
the roles/features on this server.

Run the following cmdlet:
Get-ClusterNetwork | ft Name, Metric, AutoMetric, Role

This returns something like the following:

Name Metric AutoMetric Role
Cluster Network 1 1000 True 1
Cluster Network 2 1100 True 1
Cluster Network 3 10000 True 0
Cluster Network 4 1300 False 3

Cluster Network 1 has the lowest metric. That is the network that is currently being used for CSV
communications. Returning to Networks in Failover Cluster Manager, | find that this happens to
contain the NICs that | labelled as CSV. That is nice! However, if it wasn’t my desired CSV network |
could manipulate the metric of my desired CSV cluster network to get what | want:

( Get-ClusterNetwork "Cluster Network 2" ).Metric = 900

That PowerShell cmdlet will reduce the metric of Cluster Network 2 to be the lowest on the cluster
and therefore ensure that it is the preferred network for CSV communications.
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Build Some Highly Available Virtual Machines

Yes! It is time for some real fun.

You will use Failover Cluster Managers to create a couple of virtual machines. No, | didn’t Hyper-V
Manager. There are a few reasons for that:

e If you use Hyper-V Manager then you’ll have to create Virtual Machine resources in Failover
Cluster Manager afterwards.

e Anytime you reconfigure a VM in Hyper-V Manager you have to update the cluster resource
configuration in Failover Cluster Manager.

Failover Cluster Manager reveals the Hyper-V VM management actions and takes care of the
resource update action for you. You can do VM management under Services And Applications.

Here you can see a pair of VMs have been created. One is on Host1 and the other is on Host2. To
test, you would install operating systems (Linux will require static MAC address for Quick or Live
Migration) and the latest integration components. Live Migrate the VMs between hosts, verifying
network connectivity and VM functionality. Check that a single CSV can have VMs on different
hosts. Ensure that you can move VMs back and forth.

& Failover Cluster Manager M=l E3
File Action  Yiew Help
e=| 4@ HE
) Failover Cluster Managsr TestvM1 | Actions
= -§'§ HYCluster 1 infra.internal tro -
B [y Services and applications . Summary of TestyM1 ~
S Testwni | = Connect ko virtual machines
E =L
, 3 Testie @ start virtusl machines
g Nk Status: Ori Auta Start: -
(s Cluster Shared Volumes s Lnine ute Stark e () Turn off virtual machines
. Storage Alerts: <none> -
= Networks Prefored Dwners: <nons @ shut down virtual machines
Cluster Everts Current Owner: InfraCluster] @ save virtusl machines
35 Live migrate virtusl machine to anok...  »
Name [Statws I 2§ Cancel in-progress live migration
Virtual Machine 25 Quickmigrate virtual machine(s) ko .., »
5 Virtual Machine TestVM1 () Running i Manage virtual machine
2 Vitual Machine Configuiation TestvM1 (%) Online 5 Mave virtu machine(s) to another .
Show the critical events For this appli...
Cluster Shared Volumes: < Addstorage
Mame |§\tatusI [ Cument Durer I ] Add arasource N
B &9 051 (#) Online InfraCluster — | |
C:AClusterStorageAWolume  File Systen: NTFS 19987 GEB (98.9% free ] (%) Disable auto start
==/ Show Dependency Report
View 3
A Delete =

In Cluster Shared Volumes check that you can move the CSV coordinator role between hosts (right-
click the CSV in the centre pane, select Move This Shared Volume To Another Node, and select
another host in the cluster.

For extreme tests, you can power off a host and verify that VMs restart on the other host.

If all is well, you now have a fully functioning Hyper-V cluster, with highly available virtual machines,
using the Microsoft iSCSI target for shared storage.
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Specify the Cluster’s Live Migration Network

This one is a bit quirky. Earlier we configured the CSV network using Failover Clustering PowerShell
cmdlets. Now we’re going to configure the cluster’s Live Migration network by editing the
properties of a single VM. That sounds a bit weird, but that’s how it’s done!

First thing is to find out which of the cluster’s networks contains the Live Migration NICs. You can
find that out by browsing through your Networks in Failover Cluster Manager.

B Failover Cluster Manager [_ O] x!
Fle Action Yiew Help
o sl |
5 Falover Cluster Manager Cluster Network 2 | Actions
= 58 HvclusterL.infra.internal
£ [ Services and applications -@% Summary of Cluster Network 2
5 Testum i Shaws the critcal events For this network
S Testiz Cluster Network 2 has 1 subnet(s]
= W »
2o Testvia . e
& Nodes s Cb 172.16.20/24 (Pva) =J Rename
(# Cluster Shared Volumes Cluster Use: Intemnal v S Refresh
s Storage 13 Refres
1[5 Networks [Z] Properties
5 Cluster Netwark 1
5 Cluster Netwark 2 H Hee
S Cluster Network 3
& Cluster network 4 Name [ Status [ Cument Owner |
Cluster Events Network Connections
B8 InfraClustert - Live Migr... (8) Up InfraCluster]
B InfraCluster? - Live Migr... (8) Up InfraCluster2

Armed with that information, in Failover Cluster Manager, navigate to one of the virtual machine
resources under Services And Applications. You have seen an example in the previous section,
“Build Some Highly Available Virtual Machines”, of a virtual machine resource. Notice how the
Virtual Machine and Cluster Shared Volume are present in the centre pane? We’re going to work
with the Virtual Machine. You should right-click on it, in the centre pane, select Properties, and
navigate to the Network For Live Migration tab.

By default, Failover Clustering could use just any old NIC for Live Migration. That isn’t good if you're
trying to optimise the performance of the cluster. You can see in the next screen shot that all NICs
are enabled for Live Migration. You can also see in what order Live Migration will try to use cluster
networks. In this case it is Cluster Network 2 first (luckily our Live Migration network), then Cluster
Network 4 (Parent), and so on, until it can’t find a functioning network to use.
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¥irtual Machine Test¥M2 Properties

General I [iependencies | Policies |
Advanced Policies | Settings Hetwoark. far live migratian

Select one or more networks for this virtual machine to uge for live migration.
Llze the buttons ta list them in order from most preferred at the top to least
preferred at the bottom.

] Cluster Metwork 2
5 Cluster Network 4 Dovan
53 Cluster Netwark 3
5 Cluster Netwark 1

Mame Up |

,TI Cancel | Apply I

We can use the Up and Down buttons to reorder the NICs. That’s not a problem here. | am happy
with the Live Migration network (luckily) being the first selected. I’'m OK with Parent being second —
| don’t want CSV to be impacted by Live Migration if the Live Migration Network is impacted. What |
am not happy with is Cluster Network 3. Failover Clustering included one of my iSCSI networks. |
can deselect that and exclude it from ever being used by Live Migration.

Yirtual Machine Test¥M2 Properties E

General I Dependencies | Policies |
Advanced Policies I Settings Hetwark fer live migration

Select one or more networks For thig vitual machine to use for live migration.
Llge the buttons to list them in order from mozt preferred at the top to least
preferred at the bottom.

Mame | Up |
iﬁ Cluster Metwork 2
S Cluster Metwork 4 Crown |
(S} Cluster Metwark 3

iﬁ Cluster Metwark 1

ak I Cancel I Apply |

You’ve now taken complete control over the networking of your Hyper-V cluster.
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Additional Storage Operations

This section will detail some common storage operations you might need to do in a Hyper-V cluster.

Adding a CSV

A production Hyper-V cluster will usually have more than one CSV. Some Hyper-V engineers use a
rule of thumb of having one CSV per host in the cluster. Others use more scientific calculations
based on disk performance, backup operations, and other such factors.

You can add more CSVs to an existing cluster. The steps will be as follows:

1. Lotinto the storage server.

2. Use the iSCSI Target administration console to add an additional device to the cluster target.

This means that you are reusing the target and the identification methods, allowing all hosts
in the cluster to have instant visibility of the new volume.

= iSCsITarget - [Microsolt iSCST Software Target'iSCST Targets',H¥Cluster1]

File | Action Wiew Help

A Gl lEREA 7 i
gf' Wicrasoft iSCSI Software Target
El =B i5CSI Targets

E SystemCenter

H¥Clusterl
‘irbual Disk Index | Description

Size Status Lun
= HyCluster . Wirbual Disk 1 HYCluster1 Witness Disk 1.00 GB In Use LM O

=) Devices wirtual Disk 2 HYClusterl CSV1

200,00 GB
@8l Snapshats . virbual Disk. 3 HYiClusk

100.00 GB

In Use LUM 1

Log into Host1.

Using the iSCSI Initiator, click Auto Configure in Volumes and Devices to add the new device.
Log into Host2.

Noukw

Using the iSCSI Initiator, click Auto Configure in Volumes and Devices to add the new device.

Use Disk Management on one of the hosts to bring online, initialize (GPT), format, and label
the new volume.
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B8 computer Management _[O[x
Fille  Action Wiew Help
o2 rHHERXS S B
A Computer Management (Local) | Wolume [ Layout [ Type [ Fie System [ Status [ capacity [ [ Actions
B [} system Tools s CSV1 Simple  Basic WTFS Healthy (Primary Partition) [EEER 1ok Managemen y
©) Task Scheduler a2 Simple  Basic WTFS Healthy (Primary Partition) 99.87 GB
2] Event Wiewer (@System Reserved Simple  Basic  WTFS Healthy (System, Active, Primary Partition) 100 MB Mars Actions 4
Shared Folders o Windows (C:) Simple  Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition) 148,92 GB
ocal Users and Groups
erformance
5 Device Manager | | |
Bl £ Storage 4
(=9 Disk Management =)
Ty Services and Applications Basic System Reserved Windows (C:}
149.02 GB 100 MB NTFS 148,92 GB NTFS
Online: Healthy (System, Active, | |Healthy (Boot, Page File, Crash Dump, Primary Partitior)
“Tipisk 1
Easic
992 MB 990 MB
Reserved |
Help.
_uDisk 2
Basic Csv1
199.88 GB 199,87 68 NTFS
Reserved Healthy {Primary Partition)
apisk 3 - |
Basic Csv2
99,65 GB 99,87 GB NTFS
Online: Healthy (Primary Partition)
tp-rOM O
VD (D:)
Ho Media
|M unallocated [l Primary partition |

8. Use Storage in the Failover Clustering Manager to add the new storage device and rename
it.

RE Failover Cluster Manager [_TO[x]
Ele Acion View Help
== HE |
5, Fallover Cluster Manager +| [ Actions
=) 5 HyclusterL infra.intemal ' Summary of Storage orage B
=1 [ Services and applications -
3 Testymi o add a disk
o Testymz Storage: Total Capacity: Available Capacity: viow N
i Nodes 3 Total Disks - 3 orline Total: 300.71 GB Total 93,67 GB
Lo Cluster Shared Volumes 1 Awailable Disks -1 orling Free Space: 298,45 GB Free Space: 93.78 GB |6 Refresh
. Storage 21In Use Disks - 2 online: Percent Free: 99.2% Percent Free: 93.9%
3 Networks A rem
Cluster Events ;

Bring this resource online

Disk. [ Status | Current Dwirer [
Disk Witness in Quorum

Take this resource offiine

C Witness Disk (%) Oriine InfraCluster] C# Change drive letter
Available Storage f4] show the critical events for this reso...

& Oriine IhaCluster] &=l Show Dependency Report

More Actions... »

Cluster Shared Volumes

N K Delete
# C9 L8V (%) Onine InftaCluster?

- | E] Properties —

=l E e =l

This action enables you to add a disk to the cluster. [

9. Add the new CSV in Cluster Shared Volumes.

The newly provisioned storage is now available on your cluster for VM placement.

Extending a CSV

There will come a time when you want to add some space to an existing CSV. You can do this
without any down time.

1. Log into the storage server and browse into Devices in the iSCSI target administration
console.

2. Find the required device, right-click it, and select Extend Virtual Disk.

3. You will enter the required additional capacity in the Extend Virtual Disk Wizard. You do not
enter the required new size of the device. And remember the figure is in MB, not GB. In this
example we are adding 50GB to a 100 GB device to result in a 150 GB device.
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Extend ¥irtual Disk Wizard

Size
Specify how much space iz to be added to the wirtual disk.

1

Current drive capacity:

Avyailable free space:

Current wirtual dizk capacity:

Additional wirtual dizk. capacity [MB]:

931.36 GE
430.24 GE
100.00 GE

I 51200

<Previaus I Hext = I

Cancel |

4. Use Failover Cluster Manager to identify the CSV coordinator (current owner). That will be
the machine that shows the CSV volume as being online.

5 Failover Cluster Manager

=] E3

Fie Action Yiew Help

g Testymi
S TestvM2
S Nodes

b Storage

[ Cluster Shared Volumes

S Networks
Cluster Events

e 7mE
55 Failower Cluster Manager
&5 Hiclustert.infra.internal

2 [ services and applications

Storage:
2 Total Disks - 2 oniine

Cluster Shared Volumes

—+ Summary of Cluster Shared Volumes

Total Capacity:
Total 233,75 GB

Fiee Space: 237 52 GB
Percent Free: 99.3%

| Actions

Cluster Shared Yolumes a

Cw Add storage

View

Help

Disk
&

[ Cument Dwner |

InfraCluster2

InfraCluster]

Help

6 Refresh

[=] Properties

i ——
%@ Ering this resource online
£ Takethis resource offine
7] Move this shared volume ko another node b
s Remove from Cluster Shared Volumes

Shaw the critical events For this resource:

More Actions...

5. Find the volume in Disk Management for the CSV. Select the file system and extend it.
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E8 Computer Management [_[o[x]

File Action View Help

e 2mEHE RS

&7 Computer Management (Local)  Jume [ Layaut [ Type [ Fie System | status [ Capacity [ Fre [ Actions
=} System Tools ) Simple  Basic  NTFS Healthy (B0ct, Pags File, Crash Dump, Frimary Fartition) 148,92 G810 [t
1) Task Scheduler csvz Simple  Basic  MTFS Healthy (Primary Partition) 99.67GE 99,

] Event viewer System Reserved Simple  Basic  NTFS Healthy (System, Active, Prinary Partition) wome 72 More Actions 4
] Shared Folders witniess Disk simple  Basic NTFS Healthy {(Primary Partition} 990ME 94
B Local Users and Groups

) Performance

5 Device Manager
=) {2 storage

1=% Disk Managsment

‘s Services and Applications

K1} | |
aiisk 2 B
Basic
199.68 GB 199,87 GB
Reserved i
Help
__sDisk 3 e
Basic CSy2
149,88 GB 99.87 GB NTFS S0.00 GB
Reserved Healthy (Primary Partition) Unallocated

CD-ROM D
DVD (D)

Mo Media

| unallocated [ Primary partition

6. The CSV is now extended to include the additional 50 GB of disk space from the storage
server.

|
[_[ol=]
X & |
ume [ Layout [ Type [ File System [ Status [ .capacity | Fre [ Actions
) Simple  Basic  MTFS Healthy (Boct, Page File, Crash Dump, Primary Partition) 145,92 68 10¢ oy
csvz Simple  Basic  MTFS Healthy (Primary Partition) 1498768 1%
System Reserved Smple  Basic  NTFS Healthy (System, Active, Primary Partition) oM 72 Mare Actions 4
[zz] Shared Folders v/itness Disk, Simple  Basic NTFS Healthy (Primary Partition) w0ME o4t
& Local Users and Groups
() Performance
g2y Device Manager
1 £2 storage
=7 Disk Management
Els Services and Applications
K1 | |
“aiDisk 2 =l
Basic
139.68 GB 199,67 GB
Reserved i
Help
L_sDisk 3 - |
Basic Csvz
149,88 GB 149,87 GB NTFS
Reserved Healthy (Primary Partition)
—4CD-ROM 0
VD (D)
Mo Media
M unallocated [l Primary partition
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Summary

You've seen how you can build a small production environment or a test/training lab using the free
Microsoft iSCSI Software Target. Using this, you don’t need to splash out on third party software
solutions or even purchase an expensive SAN solution. It is a very nice way to build a Hyper-V cluster
on shoestring budget.

You get what you pay for in the storage world. There are of course some downsides. Unfortunately,
the Microsoft iSCSI Software Target does not support iSCSI initiators with MPIO on clustered hosts.
That means we cannot have network fault tolerance in the SAN. Some purists will not like that at all.
We also don’t get fancy features like block level replication between different sites, like you can get
some software solutions and hardware appliances.

But let’s face it, not every production environment needs those features. There are some who
operate on a very low level, and without a cheap storage solution, they would otherwise be running
non-clustered Hyper-V hosts. The Microsoft iSCSI Software Target, even without MPIO, is something
that will probably give them with higher levels of uptime. And as for those of us who regularly need
a demo/training lab, the Microsoft iSCSI Software Target gives us a “SAN” solution we can quickly
deploy to even a PC.
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